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INISAFE_NET/

— docs/

| — Server To Server_gts3}7t0|=.pdf

| — INISAFE_NET_C_to_Python_v7.2_Developer_Guide_v1.0.pdf

| L— INISAFE_NET_for_C_v7.2_Developer_Guide_v1.13.pdf

L— INISAFE_Net_for_C_v7.2.47_64_Linux_4.18.0.tar.gz # INISAFE Net SDK

e INISAFE Net SDK &M| £ &=

INISAFE_Net_for_C_v7.2.47_64_Linux_4.18.0/

— conf/

| }— INISAFENet_A.cnf # INISAFE A% Tp A
|  L— INISAFENet_B.cnf # INISAFE A% T} B
— keys/

|  }— EncryptKey_A.der # MM 7] Tl A

| L— EncryptKey_B.der # MM 7| ot B

F— 1lib/

F— 1ibINISAFE_Crypto_for_C_v5.2.0_Linux_4.18_64.s0

F— 1ibINISAFE_PKI_for_C_v5.2.6_Linux_4.18_64.s0

— libiniCore_v2.4.6_Linux_4.18.s0

L— libinisafeNet_7.2.47_Linux-4.18.0-193.28.1.e18_2.x86_64.s0

|

|

|

|

— sample/

|  L— keyfix

| — inl_constants.py

| F— inl_functions.py

| F— keyfix.py # HAE I

| — keyfix_cnfkey.py # EHAE IS

| L— keyfix_dualkey.py # C}E7| HIAE I=

— license/

| L— default.lic # INISAFE 2jo|MA

— log/

L— tools/
— gen_ivkey # MM 7| dd =7
— encrypt_pwd # H|UHS ASs =F
L— decrypt_pwd # HUHS 2535 =3
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# 1. INISAFE Net Ij7|X| C|HEE|Z 0O|Z
cd /path/to/INISAFE_Net_for_C_v7.2.47_64_Linux_4.18.0

# 2. Ubuntu 22.04 AE|O|LH AlsH
# oM C|EE2|E AH0O|H W /applZE OH2E
docker run -it -v "S(pwd):/app" --platform linux/amd64 ubuntu:22.04

# 3. Python MX| (HE|O|H WHE)

apt update && apt install -y python3

# 4. A3TEE AlSH

INISAFENET_HOME=/app LD_LIBRARY_PATH=/app/lib python3
/app/sample/keyfix/keyfix_cnfkey.py

o S Al of2liet 2ol EHECH

root@38cd8d914a94: ~# INISAFENET_HOME=/app LD_LIBRARY_PATH=/app/lib python3 /app/sample/keyfix/keyfix_cnfkey.py
INL_Initialize

Encrypt [120]1[NmtoN1dYTTI1MUxwV@ZIM2tNaGZKQBLlgN1YrTmRvNExYQk1CS2ZRZGpnNS94QUFtTUI1ZGtuWm9CQlRaYk42djhFZm5sSDIxaBt00
XIWZnlBZESESXc9PQ==]

Encrypt
Decrypt [44][If you can read this, the decryption worked.]
Decrypt
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INISAFE_Net_for_C_v7.2.47_64_Linux_4.18
.0 mj7|X|
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3.2 SDK Hif X| &t



© Info
=

inisafe/ I} Z|X| C|&| E2|Z Backend, LiteLLM MM HZ2
=

INISAFENET_HOME I} LD_LIBRARY_PATH O 2H}Z /| MA5IH =

2] ol A| oY Clpnl

ME{E SAL Zt MB{of| inisafe/ C|AEZ|E  HIAE 374 AZE
A

Docker 2EE Ot E SAEQ| inisafe/ E AHE0|H|
OHRE

HYX| = otz SHEHE Mot (A2 = AA| HYX| fIX[of] S #HE):

export INISAFENET_HOME=/path/to/inisafe
export LD_LIBRARY_PATH=SINISAFENET_HOME/1lib:SLD_LIBRARY_PATH

Docker E& 0|2 E 0f|A|:

volumes:
- /path/to/inisafe:/app/inisafe
environment:
INISAFENET_HOME: /app/inisafe
LD_LIBRARY_PATH: /app/inisafe/1lib
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cd

1n
1n
1n
1n

inisafe/lib/

-sf 1ibINISAFE_Crypto_for_C_v5.2.0_Linux_4.18_64.s0 libiniCrypto.so
-sf libiniCore_v2.4.6_Linux_4.18.so libiniCore.so
-sf 1ibINISAFE_PKI_for_C_v5.2.6_Linux_4.18_64.so0 1ibiniPKI.so
-sf libinisafeNet_7.2.47_Linux-4.18.0-193.28.1.e18_2.x86_64.s0

libinisafeNet.so

3.4 INISAFENet.cnf M X

inisafe/conf/INISAFENet.cnf I} 0| A

@ Note
XIM|BF H 2 = INISAFE_NET_for_C_v7.2_Developer_Guide_v1.13.pdf O}2| 4. sAM
o oy My Z OISO

3.4.1 COMMON A M

%J-E

=

7122

SINISAFENET_HOME/license/
license.lic

CM_LICENSE_PATH

CM_CRYPTO_ALG SEED-CBC %% Y25 HEsH| Y= ASE
Az
CM_ENCODING_FLAG 0011 BASE64 01T &5t

CM_LOG_LEVEL
CM_LOG_PATH

3.4.2 KEYFIX M| M

ERROR

SINISAFENET_HOME/log

C|e{Z A| DEBUG Z
ERROR AHZE

@ Important
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a5 7=
KF_SESSION_KEY_USE Y
KF_SESSION_KEY_PATH SINISAFENET_HOME/keys/Enc

ryptKey.der
KF_SESSION_KEY_PWD (A5 3H=

=)

)

Ao

KF_PAD_LEN 16

3.5MM 7| dd
M4 7| =0l Zesh A ol MRS upect

K ErE| SINISAFENET_HOME/tools/gen_ivkey =72 S S|E

cd SINISAFENET_HOME/tools
./gen_ivkey

1: old format(use Hash)

2: new format(use PBKDF2)

3: new format(use PBKDF2, sha256)
Enter the create version: 1

< iv > Input the 16 chracter of the number,
Enter New iv : 1234567890123456 < 16Xt2| IV Q=

=

< skey > Input the 16 chracter of the number,
Enter New skey : INISAFE NETWORK. « 16XI2| MM 7|

Enter New Password : **%x*x%%% « MAM7| HYUHS

Success to create session-key file: EncryptKey.der

3.5.1 encrypt_pwdZ H|UHS 255}

KF_SESSION_KEY_PWD Of] 2 & Z/S S$INISAFENET_HOME/tools/encrypt_pwd =3

cd SINISAFENET_HOME/tools
./encrypt_pwd
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Enter Password : **%%&kx% - MM7| HIZHS 215
[********]

Inputed Password
[QZcawOC1VDkgR1jCFNYeU2EBysLOWtdWk52 r+mHgRu8=]

Encrypted Password

MAME] EncryptKey.der £ inisafe/keys/ O] H{X|S} 1, INISAFENet.cnf O A

KF_SESSION_KEY_PATH 2} KF_SESSION_KEY_PWD & =X SIC}.
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Z E =510 St

import ctypes
import threading
import base64
import os

import atexit
import weakref

# 2Zd =MUHZE 2H

ctypes.CDLL("1ibiniCrypto.so", mode=ctypes.RTLD_GLOBAL)
ctypes.CDLL("1ibiniCore.so", mode=ctypes.RTLD_GLOBAL)
ctypes.CDLL("1ibiniPKI.so", mode=ctypes.RTLD_GLOBAL)
lib = ctypes.CDLL("libinisafeNet.so")

Hl
o

B E AIESt= & 2 & A 22| 2T E EX|5H7| 2l5l & A|OLXME SSEiC

o|Z 2to| =& 2{2|(Crypto, Core, PKI)E 0|2l 2t0| & 2{2|(Net) EC} HA RTLD_GLOBAL SM2
=

.

1lib.INL_Initialize.argtypes = [ctypes.c_int, ctypes.c_char_p, ctypes.c_char_p]

lib.INL_Initialize.restype = ctypes.c_int

1lib.INL_New_Ctx.argtypes = [ctypes.c_int, ctypes.POINTER(ctypes.c_void_p)]

lib.INL_New_Ctx.restype = ctypes.c_int

1lib.INL_Free_Ctx.argtypes = [ctypes.c_void_p]

lib.INL_Free_Ctx.restype = ctypes.c_int

1lib.INL_Encrypt.argtypes = [
ctypes.c_void_p, ctypes.c_char_p, ctypes.c_int,
ctypes.POINTER(ctypes.c_char_p), ctypes.POINTER(ctypes.c_int),

lib.INL_Encrypt.restype = ctypes.c_int

1lib.INL_Decrypt.argtypes = [
ctypes.c_void_p, ctypes.c_char_p, ctypes.c_int,
ctypes.POINTER(ctypes.c_char_p), ctypes.POINTER(ctypes.c_int),

lib.INL_Decrypt.restype = ctypes.c_int
lib.INL_Free_Buf.argtypes = [ctypes.c_char_p]
1lib.INL_Free_Buf.restype = None
lib.INL_Clean.argtypes = []
lib.INL_Clean.restype = None
1ib.INL_Error_String.argtypes = [ctypes.c_int]
lib.INL_Error_String.restype = ctypes.c_char_p



FIXKEY_CTX = 0x08

conf_path = os.path.join(os.environ["INISAFENET_HOME"], "conf",
"INISAFENet.cnf")

ret = 1ib.INL_Initialize(FIXKEY_CTX, conf_path.encode("utf-8")

None)
if ret != @:
err = 1ib.INL_Error_String(ret)
err_msg = err.decode("utf-8", errors="replace") if err else "unknown"
raise RuntimeError(f"INL_Initialize failed: code={ret}, {err_msg}")

# TENA BE Al AISLE 2|aA HE|

atexit.register(lib.INL_Clean)

4.4 ctx =7|3}

AB|SEHE|E 150 HHAEES MA5T 0| % AHALR BICE 7 AY S S 2 A| weakrefZ

texit2| INL_CleanO| X 2| StC}.

n)—-—

Sofl INL_Free_Ctx7} XI5 S & 5|04, |2l A E=

_local = threading.local()

def _free_ctx(ctx: ctypes.c_void_p) -> None:
if ctx.value is not None:

lib.INL_Free_Ctx(ctx)
ctx.value = None

def _get_ctx() -> ctypes.c_void_p:
if not hasattr(_local, "ctx"):
ctx = ctypes.c_void_p(None)
ret = 1ib.INL_New_Ctx(FIXKEY_CTX, ctypes.byref(ctx))
if ret !'= 0:

raise RuntimeError(f"INL_New_Ctx failed: {ret}")
_local.ctx = ctx

# 09l A E= atexit(INL_Clean)o| MEZ|SIEZ A 2|
if threading.current_thread() is not threading.main_thread():
weakref.finalize(
threading.current_thread(),
_free_ctx,
ctx,

)

return _local.ctx
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= Z bytesE INL_EncryptZ 2tS 351510 2&tS & bytes HHESHC

def encrypt(plaintext: bytes) -> bytes:

ctx = _get_ctx()
out = ctypes.c_char_p(None)
outl = ctypes.c_int(®)
try:
ret = 1ib.INL_Encrypt(ctx, plaintext, len(plaintext),
ctypes.byref(out), ctypes.byref(outl))
if ret !'= 0:
raise RuntimeError(f"INL_Encrypt failed: {ret}")
return out.value[ :outl.value]
finally:
if out:
lib.INL_Free_Buf(out)
4.6 253}

ot5 2 bytesZ INL_DecryptZ = 535}510{ B2 bytes HH&l5iC}.

def decrypt(ciphertext: bytes) -> bytes:

ctx = _get_ctx()
out = ctypes.c_char_p(None)
outl = ctypes.c_int(®)
try:
ret = 1ib.INL_Decrypt(ctx, ciphertext, len(ciphertext),
ctypes.byref(out), ctypes.byref(outl))
if ret != @:
raise RuntimeError(f"INL_Decrypt failed: {ret}")
return out.value[ :outl.value]
finally:

if out:
lib.INL_Free_Buf(out)
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=% Tzt S5 78 F=H

@ SecureAl - Backend base64(encrypt (&2 O|L|HAE (7] F6)
JSON)) ®&, sl X-
Sgt-Upstream-Enc:
true

@ Backend (23 £53}) base64 decode - TZHAL
decrypt() - ®Z
JSON 22

(©) Backend (2& 25 3}) encrypt() - TZHAL
base64 (S
byte[])

@ Backend — SecureAl base64 /5 S M= + TZHA}
5| echo

® SecureAl (& 253}) base64 decode - o|L|UAE (7|F8)

decrypt() - ¥

Ho

1. 23 B33} — Xx-Sgt-Upstream-Enc: true 7| E2 & 22 & base64 decode -
decrypt() 2 WE JSON 22

2. 83 &5t (HIAER) - LLM SE 2& MM E encrypt() = base64 Q1T E + 3|

3. 8 ¢S5 (AER]) — SSE/NDJSON ZE2EEZ F X &= It 2 | X|5t1, payloadZt

base64(cipher) 2 X|&t
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Fail-closed

A EEZl Content-Type E&

7

X-Sgt-Upstream-
Enc: true

encrypt(byte[]) &
SHZ 7Sl 9l = base64=2

=
olATIs| HiC|2 M2

h) o - o

base64 decode & new
String(...) #Hsl A
of byte[] ©tAloiMd 2
25}

Ho|EQllo|et &2
EncryptKey.der (=
= L2 session-key)
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010 (HEX)

CM_CRYPTO_ALG S A|
O|Eflo|2t SUsHH =

A

oFf

o5 HIC|0f| gzip/deflate
ESE==JN
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HIAER o5 SH2
base64 HIC| Z0o|2
Content-Length Ht=

AlHE

SSE: data:
{base64(cipher) }\n
\n / NDJSON:
{baseb4(cipher) }\
n
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5.2.1 SSE ( text/event-stream ) H'Z G| A|

T2 EZ 2}i(data:, Bl &, \n\

base64(cipher) £ X|2t5iC}
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: 5| payload@t

# UASE (AXN| base64 Zt2 KeyFix Zotof| it Eefzict)
data: AQpofiE=

data: AQhow==

data: AXIgdT8=

multi-line event2| A< event: / id: & L2

4n
K
o
Q
f‘"
e
T
©
Q
<
o
Q
o
=]
Rl
fo
o
ul

event: message
data: {base64(cipher)}

5.2.2 SSE (application/x-ndjson) ¢4 Of|A|

o

£ 9| E&(trailing \n M| 2])2t base64(cipher) 2 X|ESIC}.

08!

# W2
{"content":"hi"}\n
{"content" :"there"}\n

# USE
{base64(cipher) }\n
{base64(cipher)}\n
5.3 7|5t
2i0|HE{2] 22} QB 0|A SE2 2f0|E2{2] 2E, QIEH 0|~ S5 &2 FH s,

7|3t el =75t Mt SUStLE conf ZEE Key A, Key B Zt2H M Stt. & conf mhed
S QIS INISAFENET_HOME/conf/ C|EIEZ|0| | X|StC}.
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INISAFENET_HOME = os.environ["INISAFENET_HOME"]
conf_a = os.path.join(INISAFENET_HOME, "conf", "INISAFENet_A.cnf") # Key A
conf_b = os.path.join(INISAFENET_HOME, "conf", "INISAFENet_B.cnf") # Key B

# INL_Initialize S&2 ctx =7|Stof|M 8HSICE.

5.4 ctx =7|5}

Qfo| ctx =7|&F 2| _get_ctx() E Key A, KeyBE 22|SICE _new_ctx = INL_Initialize
— INL_New_Ctx £ lock tH|AM RIXIH O ZE MG A E 2t 7| ES BHX|EIC}.



_init_lock threading.Lock()
_local threading.local()
_atexit_registered = False

def _free_ctx(ctx: ctypes.c_void_p) -> None:
if ctx.value is not None:
1lib.INL_Free_Ctx(ctx)
ctx.value = None

def _new_ctx(conf_path: str) -> ctypes.c_void_p:
global _atexit_registered
with _init_lock:
ret = 1ib.INL_Initialize(FIXKEY_CTX, conf_path.encode("utf-8"), None)
if ret !'= 0:
err = 1ib.INL_Error_String(ret)
err_msg = err.decode("utf-8", errors="replace") if err else

“unknown"
raise RuntimeError(f"INL_Initialize failed: code={ret},
{err_msg}")
ctx = ctypes.c_void_p(None)
ret = 1ib.INL_New_Ctx(FIXKEY_CTX, ctypes.byref(ctx))

if ret !'= 0:
err = 1ib.INL_Error_String(ret)
err_msg = err.decode("utf-8", errors="replace") if err else
“unknown"
raise RuntimeError(f"INL_New_Ctx failed: code={ret}, {err_msg}")

if not _atexit_registered:
atexit.register(lib.INL_Clean)
_atexit_registered = True
return ctx

def _get_ctx_a() -> ctypes.c_void_p:
if not hasattr(_local, "ctx_a"):
_local.ctx_a = _new_ctx(conf_a)
if threading.current_thread() is not threading.main_thread():
weakref.finalize(threading.current_thread(), _free_ctx,
_local.ctx_a)
return _local.ctx_a

def _get_ctx_b() -> ctypes.c_void_p:
if not hasattr(_local, "ctx_b"):
_local.ctx_b = _new_ctx(conf_b)
if threading.current_thread() is not threading.main_thread():
weakref.finalize(threading.current_thread(), _free_ctx,
_local.ctx_b)
return _local.ctx_b



51, 255} A} SYsH} ctxS 2IXHR 20 Key A/ Key B 250 M HHAFRE 5

=

def encrypt(ctx: ctypes.c_void_p, plaintext: bytes) -> bytes:

out ctypes.c_char_p(None)
outl = ctypes.c_int(0)
try:
ret = 1ib.INL_Encrypt(ctx, plaintext, len(plaintext),
ctypes.byref(out), ctypes.byref(outl))

if ret != @:
raise RuntimeError(f"INL_Encrypt failed: {ret}")

return out.value[ :outl.value]
finally:
if out:
lib.INL_Free_Buf(out)

def decrypt(ctx: ctypes.c_void_p, ciphertext: bytes) -> bytes:

out ctypes.c_char_p(None)
outl = ctypes.c_int(®)
try:
ret = 1ib.INL_Decrypt(ctx, ciphertext, len(ciphertext),
ctypes.byref(out), ctypes.byref(outl))
if ret != @:
raise RuntimeError(f"INL_Decrypt failed: {ret}")

return out.value[ :outl.value]
finally:
if out:
lib.INL_Free_Buf(out)

6. LiteLLM Hook 1= 4]

O T

LiteLLM Proxy'= LLM API 55 H%0f tf]0|5{ S £8 & % /= Call Hookg & Ztct
INISAFE Net 2t =2 5 3}= customLogger = At=35l Hook 22| A 2 7 &6H= HhAl2 A6}
L}, Hook Q| C}Z HiAlo 2 71851 = 2utsict.

2H10: https://docs.litellm.ai/docs/proxy/call_hooks

ol
AN


https://docs.litellm.ai/docs/proxy/call_hooks

6.1 e 74
LiteLLM Hook ZZ! mt2l1} INISAFE Net 2 =& 22|50 ZHA GiC},

F— litellm_config.yaml # LitelLLM ZEA| AN
F— my_hook.py # LiteLLM Hook ZZ! (CustomLogger &)
L— inisafe.py # INISAFE Net =7|5} + =255t (Od L ALY #T)

inisafe.py = Ol|X| 2! AF2HH Ao IEE L ZE AFESHCE my_hook.py A encrypt,

decrypt Bt imports}0] AL ST}

6.2 Hook 728 (my_hook.py)

CustomLogger £ ArZ3104 o2 37 M EE F & sHC}

hook INES] Ex}
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# my_hook.py

from typing import Any, AsyncGenerator, Literal

from litellm.integrations.custom_logger import CustomLogger

from litellm.proxy.proxy_server import UserAPIKeyAuth, DualCache
from litellm.types.utils import ModelResponseStream

from inisafe import encrypt, decrypt # O|XN| L AIHO|A ZAMSH inisafe.py

class INISAFENetHook (CustomLogger) :

# LLM & =A™

async def async_pre_call_hook(
self,
user_api_key_dict: UserAPIKeyAuth,
cache: DualCache,

data: dict,

call_type: Literal|
"“completion”, "text_completion", "embeddings",
"image_generation”, "moderation", "audio_transcription”,

I

# 23 OAIX|e] contentE E23535l6t0] LLMY| HES=Z2 ME
for msg in data.get("messages", []):
if isinstance(msg.get("content"), str):
msg[ "content"] = decrypt(msg["content"])
return data

#LLM S =M =

async def async_post_call_success_hook(
self,
data: dict,
user_api_key_dict: UserAPIKeyAuth,
response,

# LLM 2% contentZ 25351510 Z20|AE0]| Ht3t (non-streaming)
for choice in getattr(response, "choices", []):
msg = getattr(choice, "message", None)
if msg and isinstance(getattr(msg, "“content", None), str):
msg.content = encrypt(msg.content)
return response

# SSE AEZ|Q =
async def async_post_call_streaming_iterator_hook (
self,
user_api_key_dict: UserAPIKeyAuth,
response: Any,
request_data: dict,
) -> AsyncGenerator[ModelResponseStream, None]:
# AE2|Y SEQ Z chunkE US3I5t0{ Z2I0|AE0| Hhet



asyncforchunkinresponse:forchoiceingetattr(chunk, "choices",
[1):delta=getattr(choice, "delta",None)ifdeltaandisinstance(getattr(delta, "cont
ent",None),str) :delta.content=encrypt(delta.content)yieldchunkproxy_handler_in

stance=INISAFENetHook ()

6.3 litellm_config.yaml S5

my_hook.py £ callbacks Of] mfgi. olAEAHAn SAIOZ
litellm_settings:
callbacks: ["my_hook.proxy_handler_instance"]

Backend « LiteLLM 72 Z}: EncryptKey_B.der 7| 2 /=2 S35} 6l O SICt.

e INL_Free_Ctx 2} INL_Free_Buf = Of & A| HIEA| =&li5l|Of SIC}. (M| 22| = &X|)

e INL_Clean & ZZMA 2 Al 18| SE5ICE (atexit SE AHZ)

e SINISAFENET_HOME/log/ C|2lE2|7} HF=A| Z=XH5HOF SHCF.

7.2 =X sHZ&

=

Fail to Init log (code
9091)

Invalid License (code 8016)

Fail to decrypt data (code
3007)

libiniCrypto.so: cannot
open

INL_Encrypt/Decrypt
failed

|

=

SINISAFENET_HOME/log/ C|&

[of K=)
Eg| s

LD_LIBRARY_PATH of lib Z 2 0|

e
o

MM 7| ELX| E=H0|E &4

i &

inisafe/log/ C|EEE| MM

INISAFENet.cnf 9|
CM_LICENSE_PATH =tol

KF_SESSION_KEY_USE=Y =tol,
o

7)ol Z2 U blYws &

=

export
LD_LIBRARY_PATH=..
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