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v1.2.1 O|& A A X} F2
sdk.send(), sdk.secureFetch(), sdk.stopStream(), sdk.retryLast() = MHEUS
L|C}. cHAl Secure ModeZE 74 £ 10 HElR A fetch() £ JEHE A0, URL ™M &Hof| HE|
C 932 SDKJ} QO ABBHMY- BESBILICL ASE BTIS BEE

AbortController Z X Z|o}H =ElL|C}.
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1.1 12 THoi| A[ &S}



<IDOCTYPE html>
<html>
<head>
<title>SGT Chat</title>
</head>
<body>
<div id="messages"></div>
<input id="userInput" type="text" placeholder="OA|X|E LUSIML">
<button onclick="sendMessage()">%&<&</button>

<!-- SGT SDK ZE= (UMD &% O|Z: SecureSDK) -->
<script src="https://your-sgt-gateway.com/resources/client.sdk.min.js">
</script>

<script>
const sdk = new SecureSDK();
const GATEWAY = 'https://your-sgt-gateway.com';

async function init() {
await sdk.initialize({
serverUrl: GATEWAY,
jwt: 'your-jwt-token',
secureMode:
policies: |
{
name: 'chat’,
domain: 'your-sgt-gateway.com',

include: ['/api/chat', '/v1/responses']
mode: 'chat’
}
]
}
15
console.log('SDK =7|3 &22");

}

async function sendMessage() {
const input = document.getElementById('userInput');
const message = input.value;

input.value = ;

// Ht fetch() & - SecureMode7} US5H/MH/E2SSE CHAl X2
const response = await fetch( S${GATEWAY}/api/chat’, {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify({
messages: [{ role: 'user', content: message }]
stream: true
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const reader = response.body.getReader(); const decoder = new

TextDecoder () ; let buffer = ''; let full = ''; while (true) {
const { done, value } = await reader.read(); if (done) break;

buffer += decoder.decode(value, { stream: true }); const lines =
buffer.split('\n'); buffer = lines.pop() || '"; for (const line
of lines) { const trimmed = line.trim(); // HEIH|O|E{/O[HIE
2Fel A= 7| if (!trimmed || trimmed.startsWith('event:') ||
trimmed.startsWith('_meta:"')) continue; let jsonStr = trimmed;

if (trimmed.startsWith('data:')) { jsonStr =
trimmed.slice(5).trim(); if (jsonStr === '[DONE]') continue;

} try { const chunk = JSON.parse(jsonStr); //
Ollama / OpenAl ZE content F& 0i|A| const content =
chunk?.message?.content || chunk?.delta ||
chunk?.choices?.[0]?.delta?.content || e full +=
content; document.getElementById( 'messages').innerHTML = full;

} catch (1) { /* & 2tel2 HHZE o|& */ } } } } init();

</script></body></html>

2. MX|
Gateway MH{ZEE{ 2l0|E2{2|E E =gt |C}

<script src="https://your-sgt-gateway.com/resources/client.sdk.min.js">
</script>

UMD HE S X9 window.SecureSDK 2 =& E/L|C} (rollup.config.js 2| output.name).

const sdk = new SecureSDK();

SecureSDK O] = HAE of|2] 22 A2} Wrapper 22{A 7t ™ &M o2 201 YUSL|CH

SecureSDK.EncryptionError, SecureSDK.DecryptionError, SecureSDK.VerificationError,

SecureSDK.SecureMode, SecureSDK.FetchWrapper, SecureSDK.UrlMatcher .

3. 27|32} Secure Mode

initialize() = AKX 3 - 7| L &H(handshake) - Secure Mode &M 35} &
C}. Secure Mode = H2}S2 X window.fetch & 2{Z5 510, URL A =Hof HZ|
S35l 7|9 &Lt
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3.1 7|2 =7|5} (Secure Mode &4 35})

const sdk = new SecureSDK();

await sdk.initialize({
/] === "= M ===
serverUrl: 'https://your-sgt-gateway.com',
jwt: 'your-jwt-token',

// === Secure Mode XM (HZE) ===
secureMode: {
policies: [

{
name: 'chat', // HX 0|2 (ZUE)
domain: 'your-sgt-gateway.com', /I 28 K&
'*_example.com'
include: ['/api/chat', '/v1/responses'], /] 28: '/api/**’
exclude: ['/api/v1/public/**'], [/ MEH
mode: 'chat'’ // ‘chat' | ‘'proxy' (#0]
E9o] ZZ MH)
i
{

name: 'openapi',

domain: '*',

include: ['/openapi/**'],
mode: 'proxy'

}
1,
debug: false, // true A| [SGT:Policy] 21 &%
wrapFetch: true, // 7|2 true — window.fetch zjZ
sessionId: null /1 712 MM ID (OIX[E Al 23Y Xs5 H4Y)
}
3



await sdk.initialize({

serverUrl: 'https://your-sgt-gateway.com', // Z==
jwt: 'your-jwt-token', /] EE

/] YEst LNE|E ME
cryptoType: 'bouncycastle’, // 7|2 (AES-256-CBC) |
"inicrypto’ (SEED-CBC)

// EfotR (YE2|x)
timeoutChunk: 30000, /1 ¥3 7t EfotR
timeoutTotal: 360000, /] MM SE EtotR

// C|AaZ8o] Hu{Z (Efo|E =a})

enableDisplayBuffering: true, // 7|82 true
displayInterval: 50, /] 2X EAl Z+4 (ms)
secureMode: { policies: [ /* ... */ ] }

1)

// cryptoEnabled = A{H{ handshake S2E0|AM A= $AEEZ Z2}0|AHENM MASHR] &
SLct.

3.3 /|0|E<|0] ZZ ZE (mode)

FA A o|ESlo| A= OWASP 7} = (Toxic/Pll/Jailbreak)
proxy /sgt/v1/secure/api/proxy X OotE (HE =EA|)
chat /sgt/v1/secure/api/chat HEE (AIME otd ZHE])

@ Note

S/ MHE 0482 = 0{E8IQ| cryptoEnabled SHEM|O|3 Z2O7IHE =2 A™EH|C}
node = OffH F4= 30| Z2fOlS ST ZAISH HBHLICH.

3.4 M Fot

1o

e policies HIEE2 M=
o OHE ZAHL M| 7IX|E 25 TtSZal{Oof §HL|Cf: domain YR|, include Off ZEHEE
include O|X|H), exclude Of] ZEIE|X| 2.

o OlC|0l= ZE|X| 42 URL 2 A2 fetch 2 ' LHZLICH(AE 3 21 2).



3.5 Secure Mode X|0{ API

sdk .isSecureModeEnabled() ; // boolean
sdk .getSecureMode() ; // SecureMode QIAEA (EE= null)
sdk .disableSecureMode(); // & window.fetch £&

N B0z 3 s&0| ZoE 0f)
sdk.getOriginalApis();
{

// ¥ fetch &= (Secure Mode &M =
/* ..o % })s /] 2EEE 8lo]

const { fetch: originalFetch }
await originalFetch('/external’,

3.6 =7|5}0i|l2] X 2|

try {
await sdk.initialize({ /* ... */ });
} catch (error) {
if (error.message.includes('serverUrl')) {
console.log('A{H{ URLE EIISIMIEZ");
} else if (error.message.includes('jwt')) {
console.log('JWT EZ2E SOISIM2');
} else if (error.message.includes('Health check failed')) {
console.log('Gateway 7} AlSH =OIX| SOISIMS ") ;
} else if (error.message.includes('secureMode.policies')) {
console.log('policies H{O| H|O{UHL} SAlo| EREUSLICH )

)

4. APl B & (fetch)

o2 Lot Fofl A

)
i z=22, 0fEalzold Aol M Ad 2 Hos

o =

Secure Mode 7} HAX Qo B E S&0| EX fetch(
FetchWrapper 7} C+S 0t Z2 & 5

sl

e GET/POST/PUT/DELETE 7+& Z Q10| Gateway Z &t5t= POST 5tLt+2 S E/L|C}
e 22 URL I} == X-Target-URL, X-Target-Method of {0 Ala{ ZtL|C}.

e Gateway AI=EZQIE = mode E ZEIL|Ct— chat & /sgt/vi/secure/api/chat, proxy

= /sgt/v1/secure/api/proxy QIL|C}.



e body = &S5l £ { encrypted, signed, message, signature, keyId, requestId,

sessionId, ... } 2 2= =L|C}.

4.1 et @A (Non-Streaming)

SHo| Sot2 = 22 HA|X| ZHA0| _meta EET}7|9] S0{2t HEHZE 5350 Y&
=
const response = await fetch('https://your-sgt-gateway.com/api/chat', {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify({
messages: [{ role: 'user', content: 'QMHIFIMIS"' }],
stream: false
})
1)
const data = await response.json();
// HTTP status 7} 200 O|0{= 220 error ZE=J} A F Y222 ) &l
if (data.error) {
console.error( [${data._meta?.code}] S{data.error}’);
console.error('AfM|:', data._meta?.detail);
return;
}
/] B Y A2 LLM SHo| OtfE HXMAM U0 _meta Tt HE0] UZ
console.log('AIl 2&Ef:', data.message?.content);
console.log('MM:', data._meta?.sessionId);
SEHT=
// 7<-IAF
{ ...<8®2 LLM &>, _meta: { status, sessionId, requestId, keyId, messageType,

requ1redRag } o}
/7 o2

{ error: '<E353}=l of|2{ HA|X|>"', _meta: { status, code, detail, sessionId,
requestId, keyId } }

4.2 GET / PUT / DELETE



await fetch('/api/v1/users?page=1");

await fetch('/api/v1/resources/123"', {
method: 'PUT',
headers: { 'Content-Type': 'application/json' },

body: JSON.stringify({ name: 'Updated' })
1)

await fetch('/api/v1/resources/123', { method: 'DELETE' });

43CHSt S|AEE| =gt

=

const history = [

{ role: 'user', content: 'QMASIMIR"' },

{ role: 'assistant', content: 'QIISIM|2!
{ role: 'user', content: '25 YM|=?"' }

1;

Solg =oisEnte?’ ),

await fetch( S{GATEWAY}/api/chat ', {
method: 'POST',
headers: { 'Content-Type': 'application/json' },

body: JSON.stringify({ messages: history, stream: true })
1}

4.4

MIE!
toh

E{ 23 M (22|X} &
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2)

await fetch( S${GATEWAY}/api/chat , {
method: 'POST',

headers: { 'Content-Type': 'application/json' },
body: JSON.stringify({

messages: [{ role: 'user', content: 'TIZiSt LHE' }],
overrideToxicFilter: true, // g5 ZEHIX ZE 3
overridePrivacyFilter: true, // 7HCIFEE ZE <23

stream: true

})
})s

o

o
AEE[H SE

23 body 0 stream: true 7} UL} A{EH{7} SSE/NDJSON © 2 SEI5HH FetchWrapper =
AE =

2| A2 2 #fEIL|C} 0] AZ0{A] response.body = 53 3HEl & SSE/NDJSON E|



AE7J}ERZ] ReadableStream<Uint8Array> 0|04, Zt M3 0| _meta:
USL|Cct
= 5S51E M7 Ot E Ho{2= 0| OtL|2t 0S| HIO|E AE
TextDecoder Z C|AYSE 2401 BHe| 2 2™ npAsHof gfL(Ct.
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const response = await fetch( S{GATEWAY}/api/chat’, {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify({
messages: [{ role: 'user', content: 'Zl Ad
stream: true
})
3

iF=Me" }],

jo
ol

const reader = response.body.getReader();
const decoder = new TextDecoder();

let buffer = '';

let accumulated = '';

try {
while (true) {
const { done, value } = await reader.read();
if (done) break;

buffer += decoder.decode(value, { stream: true });
const lines = buffer.split('\n');

buffer = lines.pop() || ;

for (const raw of lines) {
const line = raw.trim();
if (!1ine || line.startsWith('event:') || line.startsWith('_meta:"'))
continue;

// SSE "data:" prefix X|&

const jsonStr = line.startsWith('data:') ? line.slice(5).trim() : line;

if (!'jsonStr || jsonStr === '[DONE]') continue;

let chunk;
try { chunk = JSON.parse(jsonStr); }
catch { continue; } // E2td 2f9l

// oy E3: { error: <msg>, _meta: { code, detail, ... } }
if (chunk.error) {
console.error( [${chunk._meta?.code}] S{chunk.error});
console.error('detail:', chunk._meta?.detail);
break;

}

[/ HA A3 BZAE content =&

const content =
chunk?.message?.content || // 0llama
chunk?.choices?.[0]?.delta?.content || // OpenAl
chunk?.delta ||

[
’

accumulated += content;
updateChatUI(accumulated) ;



} }} finally { reader.releaselLock();}

5.2

)]

SE AEZ! (OpenAl responses API &)

SSE

0lo

Ef2 event:, data:, _meta: Z}Ql0| BHZ0} E0{ZL|C}t.

event: response.output_text.delta

data: {"type":"response.output_text.delta", "delta":"AI"}
_meta:
{"sessionId":"...

requestId":"...", "keyId":123, "messageType":"normal"}

otAl 2= NDJSON | M|t S US|} event: 2F _meta: &= AL 10 data: 2}QI0F
JSON 22 ZH FL|Ct

5.3 | EFCH| O E] (_neta)

HI0ICH2E neta o= CF2 TWEJFS0] ULL|CH NDJSON 0fj A{ = JSON Otof = 5t
1,SSE0M = EE 2tele = L gLt

=1 oy
status ‘success' EE= 'error'
sessionId, requestId, keyId AlEd /=R
messageType ‘normal’ | 'final' | 'thinking'
code, detail ol S et
_meta.messageType 2 E11 Ul E CIEH He|g &= JASL|CH
messageType MY Ul X 2|
normal QdlLLM S8 7|Z&= O A X[0f] =&
final 2|5 2t = OilEtH| 0| B 2tE HA|
thinking FE 2ol At ok 2 +U=EE

// NDJSON &Al0o|M chunk._meta 2 =™ ™2

if (chunk._meta?.messageType === 'thinking') {
updateThinkingPanel(chunk.message?.content || '');
continue;



6. AEE! St (AbortController)

AbortController otLtZ ZLtL|CE. signal O abort =|3 SDK 7} L& A

I <
i
A

E&l-readerC|AZ2|0] CIE{H S 2ot ™| S|}

6.1 AFEA'SEH HE

let currentController = null;

async function sendMessage(text) {
currentController = new AbortController();

try {
const response = await fetch( ${GATEWAY}/api/chat , {

method: 'POST',

headers: { 'Content-Type': 'application/json' },

body: JSON.stringify({ messages: [{ role: 'user', content: text }]
stream: true }),

signal: currentController.signal

1)

const reader = response.body.getReader();
while (true) {
const { done, value } = await reader.read();
if (done) break;
// ... B3 MZ|
}
} catch (error) {
if (error.name === 'AbortError')
console.log('AI2X7} AEEIS SChaiaL|CH ) ;
} else {
throw error;
}
} finally {
currentController = null;
}
}

function handleStopButton() {
if (currentController) {
currentController.abort('user cancelled');
}
}



6.2 EIRQI0IR S E XI= St

—

const controller = new AbortController();
setTimeout(() => controller.abort(), 5000); /] 5= & Xt& FH

await fetch('/api/v1/slow-endpoint', { signal: controller.signal });

6.3 XHA| =

sdk.retrylast() &= Cf 0|4 SUBLICEL A E7} T LB 22 2HS fetch() 2 CHA £
EMH FHLUICHL SEHA|IENMX H2 LHES 3HH| H7 F10 4CtH &8 2XtE2 4 MEl 2
2 Has FACH7EUINO FXISHM 2.
async function retrylLast(lastRequestBody) {
return await fetch( S{GATEWAY}/api/chat™, {

method: 'POST',

headers: { 'Content-Type': 'application/json' },
body: JSON.stringify(lastRequestBody)

1}
}

7. 0|l2 2|

SDK= Mb / 2tZ 3}/ MY SHA0| M LGOI E M 7HX| 222 =& §LICH

71 A2E=2 02 &3

AEZ|Y =3 MEZEA[2{E EUWH ST 2fel2 tfZ # X2 JSONO| &L}



// 2t mbal Aot
{
error: '<233l=E AIEX}I HAIX]>",
_meta: {
status: 'error',
code: '2001"', // H|EL|IA o2 ZE
detail: { }, // OWASP predictions S ESstE A
sessionId, requestId, keyId
}
}
try {
const chunk = JSON.parse(jsonStr);
if (chunk.error) {
console.error('@=:", chunk._meta?.code);
console.error('MA|X|:', chunk.error);
console.error('AfA|:", chunk._meta?.detail);
console.log('ofl2] XWX S&= LHE:', accumulated);
break;
}
// FAb M3 XE|
} catch (_) {}
@ Note
22 SH2 SDKIt HE2 EESIX| oi5L(Ch 2 235HH Hol|M accumulated ZALE 2
x| SRl 2.

o2 08 $=

o

7248 SEofl2] =
AEZ|HO| ot A0z ofl2] FEl= SYRILICEH HTTP status 71200 22 =
OL|, MB/AT| BHES 22| error EE KRR S 2.

const response = await fetch('/api/chat', { /* ... */ });

const data = await response.json();

/1 AZE: { .. .<¥E SEt>, _meta: { status: 'success', o}

// Aof: { error: '<OjjA|X|>"', _meta: { status: 'error', code: '2001',

{...r r}

if (data.error) {
console.error(data._meta?.code, data.error);

}

detail:

o]
A




73UHERZ/EHd 2

FetchWrapper= ¢S5+ 253525 Ml A| HAE o 2| £ throw §HL|C

try {
const response = await fetch('/api/chat', { /* ... */ });
/1

} catch (error) {
if (error.name === 'AbortError') {

/] ALEXL SEth

} else if (error instanceof SecureSDK.EncryptionError) {
/2 LSS/ MYE Aluf

} else if (error instanceof SecureSDK.DecryptionError) {
// 2%t 2535} Ao - SDK x{=7|5+ AHZE
await sdk.initialize({ /* ... */ });

} else if (error instanceof SecureSDK.VerificationError) {
/1 8Y MEB A5 A - M=x7|3 E= 2 29

} else {
console.error('HEQZ 2F:

, error.message) ;

74208 2
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async function sendWithFallback(body) {
const response = await fetch( S${GATEWAY}/api/chat’, {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify({ ...body, stream: true })

};

const reader = response.body.getReader();
const decoder = new TextDecoder();
let buffer = '';

while (true) {
const { done, value } = await reader.read();

if (done) return;

buffer += decoder.decode(value, { stream: true });
const lines = buffer.split('\n");
buffer = lines.pop() || '';

for (const raw of lines) {
const line = raw.trim();
if (!1line || line.startsWith('event:') || line.startsWith('_meta:"'))

continue;

const jsonStr = line.startsWith('data:') ? line.slice(5).trim() : line;
if (!jsonStr || jsonStr === '[DONE]') continue;

let chunk;
try { chunk = JSON.parse(jsonStr); } catch { continue; }

if (chunk.error) {
const code = chunk._meta?.code;
if (code === '2001' && confirm('gsi ZEHI= ZX|. 23 &&H?')) {
return sendWithFallback({ ...body, overrideToxicFilter: true });

}
if (code === '2101"' && confirm('PII ZX|. 235 ZlH?")) {
return sendWithFallback({ ...body, overridePrivacyFilter: true });
}
return;
}
[/ FA F3 AE|

}
}
}
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8.1 21 ¢l

sdk.setlLoglLevel(
sdk.setlLoglLevel(
sdk .setlLoglLevel(
(
(
(

]

trace'); //

debug'); //

info'); //
)

M e rin

NN
— ==

warn') ;
error')
silent’

sdk .setlLoglLevel
sdk .setlLoglLevel
sdk .setlLoglLevel

- /]
)

HU [E
M
Lo
[l
Z
ot

8.2 Efelot HAE{O}O| A

await sdk.initialize({

VA

timeoutChunk: 10000, /] B 2L 1=
timeoutTotal: 30000 // 30=
})
// 21 =8 SHE HFRe= 8%
await sdk.initialize({

/* ... %/

timeoutChunk: 60000,
timeoutTotal: 600000 // 102
1)

8.3 &S5t EfR

await sdk.initialize({

/% ... %/

cryptoType: 'bouncycastle’ //
// cryptoType: 'inicrypto' //
})

N
A o

: AES-256-CBC
HZ&=: SEED-CBC

8.4 Secure Mode 23| (2|2 API S £)

const { fetch: originalFetch } = sdk.getOriginalApis();
await originalFetch('https://external-api.com/data');



8.5 Secure Mode & A| A

sdk.disableSecureMode() ; // 0|& window.fetch = Q& ==t

// MEAMSIL 2e5tH initialize() XES
await sdk.initialize({ /* ... */, secureMode: { policies: [...] } });

8.6 X-Target-URL 5| E S35t & 2} E
Gateway = X-Target-URL Sf|C{0l| M8l FAZ2 QES AN HAER LLMof| Z LBt Ct
HE2 FetchWrapper 7} 0| | & AIS2 2 X 2X|2h YAERS F X| Y5t ATt &

H Ao 2L = Lk

await fetch( S$S{GATEWAY}/proxy , {
method: 'POST',

headers: {
‘Content-Type': 'application/json',
'X-Target-URL': 'http://localhost:11434/api/chat’

o

body: JSON.stringify({ messages, stream: true })

1)

8.7 MM ID &z

MM ID = M 7HX| HA 22 X|FE = JUSLIEL otF A= X[FotA| 22 M SDK 7F 2 Fot

C}UUID E M2 BtsL|C}
e secureMode.sessionId Z 7|=2Zf
o QXY Z X-Session-Id ol X|H

o =1

. (91 F K| D5 9OB) AHS M

await fetch('/api/chat', {
method: 'POST',

headers: {
‘Content-Type': 'application/json',
'X-Session-Id': 'my-session-' + userId

}I

body: JSON.stringify({ /* ... */ })

1)



